URGEMS Security Request Form QRC /

The URGEMS Security process has recently been changed to a centralized model. This Quick Reference Card (QRC) has been created to
outline the general steps to request or change access in the system.

University of Rochester Security Request Form for
URGEMS

1. Gotothe URGEMS website and locate the Access
Form link
2.  Enter your NetID and password to view the form

details.

University of Rochester Security Request Form for
URGems

This form is te be completed by the individual requesting security permissions, and at a minimum requires a
manager’s signature. In cases where the requester requires company level permissions or Grants permissions,
additional signatures are needed. Please refer to the Role shest to define the roles that can be requested

12)

»

NetlD:

Password:

Form Instructions

3.  Verify the employee information at the top of formis
correct. Make any necessary changes.

4.  Select the check box to agree to the Disclosure
Statement

5.  Select the second check box if you need access to
URGEMS Ad Hoc Reporting

6. Choose access level requested (See page 2)

7.  Print form at bottom of page

8.  Acquire all necessary approvals/signatures

9.  Scan and email completed form to

URGEMSSecurityAdmin@ur.rochester.edu

UR Financials

University of Rochester Security Request Form for URGems

This form is to be completed by the individual requesting security permissions, and at a minimum reguires a manager's signature. In
cases where the requester reguires company level permissions or Grants permissions, additional signatures are needed. Please refer to

the Role sheet to define the roles that can be requested.

Logout

Cost Center: | Fhiebotomy

3)

Fequester: | Salty Fiskd

Requester NetiD: | sfiek

Requester EMail: | SfelBUR Rochestersil

Date of Request: |09/14/2016

o

[t agres to the following *rsquirsa

*Mote: The 2CCess or uss of any University of Rochester data for one's own personal gain of profit, for the personal gain of profit of others, or 10 satisfy
Ona's Gwn Personal curiosity or that of others is EXPRESSLY FORBIDDEN. Als0 forDidden is the disclosurs of distribution of University of Rochaster data in
any medium, except a8 required Dy this employes’s job responsibilities. Violations of thase guidalines will be dealt with sarously, up to and possibly
including employment termination.

[ Chack i you need access to URGEMS Ad-Hoc Reporting? This will reguire training. 6}

AQd S Delgte Companvig) OR Cost Centeris) OR FAQ({s) / Grantis) Roleg

Add v E' -- Salect One -- ~| [-- Select One v | [-- Select One -- | AT Mew Bow
Sanior AdministratonManager (Printsd Name): Sanior Administrator/Manager (Signatuns): Date:
Additional Signatura required for company level access: 6)
Company Finance Company Finance
Diractor(Printad Mamsa): DirsCtonSignaturs): Dats
Print out, gather signaturgs, scan and sand completad form t0 URGEMSSecurityAdmin@ur.rochester.edu @
Internal Use Only:
UR Gams Sacurity UR Gems Sacurity
{Printed Namej: (Signaturg): Date

Reset Form

S

Created on: 09/14/16


http://tech.rochester.edu/services/urgems/
mailto:URGEMSSecurityAdmin@ur.rochester.edu

URGEMS Security Request Form QRC /

The URGEMS Security process has recently been changed to a centralized model. This Quick Reference Card (QRC) has been created to
outline the general steps to request or change access in the system.
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Choosing Access Level in detail

Requesting New Access:

A.
B.

C.

m

Keep the Add/Delete drop down to Add

Choose a company from the Company(s) drop down
menu, if requesting company level access

OR Select a cost center from the Cost Center(s) drop
down menu, if needing access to a Cost Center

OR type in an FAO(s)/Grant(s) in the FAO(s)/Grant(s) field
Select the appropriate Role from the Role drop down
menu. See page three (3) of QRC

Select the Add New Row button if you need to enter
more data; either Company, Cost center, or FAO/Grant

Removing Access to the system is by email request from the
Senior or Department Administrator with employee information
sent to URGEMS Security Admin
URGEMSSecurityAdmin@UR.Rochester.edu

UR Financials

e F
EalNE £ Grarsis

Co-Invastigator
— Mon-Sal Data Enry —
Mon-3al Reconciliation
J J ,.J Sal Data Entry

Raola

Pl

Sal Reconciliation

Sr. Data Entry

Sr. Reconciliation
Dept. Administrator

Sr. Dept. Administrasor
System Administrator

Changing Access for Existing Users:

A.

m

Set the Add/Delete drop down to Add, or Delete to
remove access (i.e. transfers)

If requesting company level access, choose the
company to get access on from the Company(s) drop
down menu, or skip if not needed

Select a cost center from the Cost Center(s) drop
down menu, if needing access to a Cost Center
(department)

Type in an FAO(s)/Grant(s) in the FAO(s)/Grant(s) field
Select the appropriate Role from the Role drop down
menu. See page three (3) of QRC

Select the Add New Row button if you need to enter
more data; either Company, Cost center, or
FAO/Grant
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URGEMS Security Roles
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