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Enroll Your iOS Device in Intune

Before You Start

DO NOT BEGIN ENROLLMENT WITHOUT THE INFORMATION BELOW:
=  Know your personal Apple ID password.

=  Know the code to unlock your phone.

o You will need a passcode for your iPhone. If you do not have one, create a six-
character (at minimum) passcode before starting the enrollment process. You
cannot have repeating, increasing, or decreasing characters (i.e. 123, ABC)

= Your Apple Watch will also need a six-character passcode.

= |f you are a spok user, go into spok and write down your ten-digit pager number (it
should start with 585220xxxx). This number is your spok username. You will need to
know this to reinstall spok. If you know your password great, if you have forgotten your
password it can be reset during the reinstall step.

=  Know your URMC password.

= After enrollment, you may need to update your phone and Apple Watch passcode.

= Your phone will need to be on iOS 15.0 or above. You may need to retrain biometric
logins (face ID/fingerprint) after enrollment on specific applications.

For more enrollment information, see What happens when | install the Company Portal app and

enroll my device in Intune?

Note: To provide the best experience when enrolling in Intune, it is recommended that all work
apps be downloaded through the Company Portal (not just the mandatory apps.)

Please take note of any unique settings you have for these apps before uninstalling and
reinstalling them from within the Company Portal

=  Box: The Content Cloud =  Microsoft Authenticator =  Spok Mobile
=  Butterfly iQ — Ultrasound =  Microsoft Edge: Web Browser = UKG Dimensions
= Confluence Data Center/Server =  Microsoft OneDrive =  Voalte Me
= Connect+ = Microsoft OneNote =  Vocera Edge Comms
=  Doximity =  Microsoft Outlook =  Webex Meetings
=  Duo Mobile =  Microsoft Planner =  Yammer
=  Epic Canto =  Microsoft SharePoint = Zoom for Intune
=  Epic Haiku & Limerick =  Microsoft Teams
= GoTo =  PowerMic Mobile
= Jira Data Center and Server =  Remote Desktop Mobile
=  LastPass Password Manager = ServiceNow Agent
=  Microsoft 365 (Office) =  ServiceNow Classic
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https://learn.microsoft.com/en-us/mem/intune/user-help/use-managed-devices-to-get-work-done
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Installing Intune — An Overview

Below is an overview of installing Intune. You may use this as a quick guide or view the step-by-
step instructions starting on the next page.

1. Install the Intune Company Portal from the App store and follow the setup/login process.

2. Install Microsoft Authenticator from the App store.

3. Return to the Company Portal app to complete configuration and enrollment.

4. |nstall Microsoft Edge when prompted.

5. Uninstall existing work apps (take note of any personalized settings you may have.)

6. Install all appropriate work-related apps from within the Company Portal.

7. Checking if your device is correctly set up.
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Installing Intune — Step-by-Step Instructions

1. Go to the App Store and install the Intune Company Portal app g
2. Open the Intune Company Portal app.

3. Tap Signin.

10:24 =

< App Store

Company Portal

Get access to company resources and keep
them secure.

Microsoft privacy & cookies

Consistent with Microsoft and Apple policy, we do not sell
any data collected by our service to any third parties for
any reason
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4. Enter your work email and tap Next.

Note: If your account is found, select your work email and tap Continue.

10:28

Cancel

Microsoft Intune

B® Microsoft
Sign in

Email or phone

Can't access your account?

C% Sign-in options

Terms of use  Privacy & cookies ...

During the previous step, the application redirected you to the URMC login page. The username
field has been filled in for you. Enter your work password and select Sign in.

If you are not connected to the internal wireless, you will be prompted for Duo.
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5. Enter your work password and Sign in.

10:29

Cancel

L ].."'.E“'il 'E Yo .
&P ROCHESTER
&« jamie_goulet@urmc.rochester.adu

Enter password

Password

Forgot my password

Version 6.0
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6. Tap Ok to enable notifications for Intune Company Portal. You will then need to select
Allow.

@0

1:

10:38 ol T B

UNIVERSITY of

3 ROCHESTER Close

Get notified so you don't
lose access

*

We'll send important notifications to your
device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.
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7. On the Set up University of Rochester access screen, tap Begin.

10:41
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Set up University of
Rochester access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Install Microsoft Authenticator
é) Review privacy information

C!») Download management profile
Gll) Install management profile

C!») Checking device settings

Learn more

Postpone

Version 6.0
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8. Install the Microsoft Authenticator app efrom the App Store. The Microsoft
Authenticator app allows for greater protection and easier sign-in with your accounts.

Install Microsoft
Authenticator

7\

24

To access work apps and data, install
Microsoft Authenticator from the App Store.

Install from App Store
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9. After the Microsoft Authenticator app is installed switch back to the Company Portal app

& and tap Continue.

1:44

8% ROCHESTER

Set up University of
Rochester access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

Install Microsoft Authenticator
Review privacy information
Download management profile

Install management profile

O-0--0-Q

Checking device settings

Learn more

Postpone
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10. Review the items your IT admin team can and cannot see on your device. Tap Continue to

proceed.
Items the University of Rochester Can See Items the University of Rochester Cannot
See
e Model and operating system e Browsing history
e Apps that have been installed from e Personal emails, documents,
the Company Portal calendars, or apps
e |dentify the device by name e Access or reset your passwords
e View information collected by o View, edit, or delete your photos

corporate apps and networks
e See the location of your device
e Remove your personal data, photos,
or apps

Device management and
your privacy

Here is what University of Rochester can and
cannot see or do on your device. Data
collected will only be used to ensure your
device is compliant with policies to protect
University of Rochester data.

Can't Can

N

- View browsing history on this device

- See your personal emails, documents, contacts,
calendar, or apps

- Access or reset your passwords

- View, edit, or delete your photos

+ See the location of your device

- Remove your personal data, photos, and apps
from a device

Learn more
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11. You will receive a pop-up to download a configuration profile. Tap Allow.

10:52 a T B

Cancel @ nanage.microsoft.com aA C

This website is trying to download a
configuration profile. Do you want to
allow this?

Ignore  Allow
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12. Tap Close on the Profile Download pop-up.

13. Tap Continue to progress on the Company Portal app.

10:53

a T B

Cancel @& nanage.microsoft.com aA
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Continue to Company Portal

After the download is complete, continue to the
Company Portal app.

Download again

University of Rochester Privacy Terms

® 2022 Microsoft. All rights reserved.
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Set up University of
Rochester access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

Install Microsoft Authenticator
Review privacy information
Download management profile

Install management profile

@-0-0—-0-—-0

Checking device settings

Learn more

Postpone
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15. Open your device’s Settings @

16. Tap Enroll in University of Rochester.

10:55 I 73

Settings

Q) Search L

Jamie Goulet

Apple 1D, iCloud+, Media
& Purchases

@@ Family

Enroll in University of Rochester

“? Jamie's AirPods

_ - Airplane Mode
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17. Tap Enroll my iPhone.

No SIM & 9:22 AM

User Enroliment
Signing in with this Managed Apple

allows this organization to manage t
device.

MOBILE DEVICE MANAGEMENT
Installing this profile will allow the
administrator at "https://
i.manage.microsoft.com/

to remotely manage your iPhone.

Cancel and Delete Profile

Details

ID
his

Organization: University of Rochester

Apple ID: Stephen_Milazzo@URMC.R...

DeviceGatewayProxy/ioshandler.ashx”

Enroll My iPhone

Version 6.0
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18. Type in your phone passcode to install the profile.

1550
{m g

Cance

Enter iPhone Passcode
To Install Profile
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19. Tap Continue.

20. Sign in with your work password.

Signin

Sign in to University of Rochester

Apple ID Jamie_Goulet@URMC Roc...

Password

Note: If your phone recognizes your account, select the account, and tap Continue.

Account found

Select the account you would like to use to
signin.

ster.edu v

Milazzo, Stephen

@ Stephen_Milazzo@URMC.Roche

@ Sign in with another account
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21. If/When you approve the Duo notification, go back to your device’s Settings @ to
complete the signing in process. This allows the Duo prompt to complete authentication.

3:20 PM Thu Dec 29 ® ) 7T @ 100% %3

Signing In...

22. Go back to the Company Portal app “% and tap Yes, enroll my iPhone.

23. You will be prompted to install Microsoft Edge C’ . Tap Install.

Note: You should accept the Microsoft Edge installation so you can open links from your work
email, etc. Sign into Edge with your work account. This will be your dedicated work browser.
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You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ |Install Microsoft Authenticator
|
@ Review privacy information

|
B
? App Installation

° It University of Rochester is about to
| install and manage the app “Microsoft

Edge: Web Browser” from the App
o @ Store.

Your iTunes account will not be
charged for this app.

Learn

Cancel Install

Done

Version 6.0
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25. You may now close any open applications. Enrollment is complete.

26. Using the Company Portal app as a reference, begin to uninstall your work-related apps
(you may also look at the list of apps from the first page of this document). You will
redownload these apps in a minute through the Company Portal app. While not mandatory,
this ensures the best experience.

27. Open the Company Portal app to redownload your work apps and find other work-related
apps.

28. Under the apps tab, locate the app you would like to use and tap Install (you will receive a
popup to accept to start the install.)

Note:
= |f your iPhone did not have a passcode or if it had a passcode of fewer than 6 characters,
you will be prompted to make a longer passcode. You cannot repeat or have
increasing/decreasing characters. There is a 59-minute time limit on this process.
= |f you have an Apple watch, you will also have to update your watch passcode.

Checking if Your Device is Setup Correctly

You may test if your device is set up correctly by opening the Company Portal app. If you can
see apps to get into the Company Portal you have enrolled correctly. If the Company Portal is
asking you to sign in, you still need to enroll before downloading apps.
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