University of Rochester Monthly Security Scorecard — February 2017
Updates and Intel

Information Security Threat Level

National Healthcare & Public Internet Storm Center Public
Health Cybersecurity Alert Level Internet Infrastructure Threat Level
* Low * Green
* Guarded * Yellow
* Elevated * Orange
* High * Red
* Severe
Source: NH-ISAC Source: SANS

University of Rochester Information Security Updates

% Cory Tylenda & Kathee Tyo passed their ISO Lead Implementer 23301 exam

A number of UR WWW Wordpress sites were compromised between February 4t and 6t due
to an unpatched Wordpress vulnerability. Emergency Wordpress upgrade was completed on
February 6t and affected websites were rolled back to a clean version.

Cylance chosen as new AntiVirus Solution for UR & MC

March begins socializing USB Device lockdown

Security, Privacy, & Legal responding to open OCR Flash Drive Incident

New risk registry process just built into Service Desk to track and report on risk &
mitigation process. Detailed list to start next month.
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IT Security News from around the World
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Stolen Health Record Databases Sell for $500,000 In The Deep Web
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Cloudbleed — How to Deal With It
SHA1 Collision Attack
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HPH Sector Cyber Notice: Grizzly Steppe- Russian Malicious Cyber Activity
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ISIS encourages lone wolf attacks on hospitals and other facilities
Amazon Web Service outage causes trouble across the Internet
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February 2017 IT Security Education Focus

HIPAA Highlight Topic: Encrypted Devices

@Rochester Security Tip Focus : Device Security & Scam Protection

Risk Registry — Top Risks

* Personal device usage on clinical network
* Loss / accidental disclosure of legally restricted information
* Lack of visibility to some departmental IT practices

* Incomplete Business Continuity Management Planning for some systems

Key Security Metrics — February 2017

Email Delivery — Campus, February 2017

Blocked (Anti-Virus): 0.06 % Blocked (Zero-Hour): 0.00 %

Blocked (Email Firewall): 0.21 %

Blocked (Others): 0.78 %
Blocked (Spam): 0.82 %

Accepted (Delivered): 10.52 %

Blocked (Reputation): 87.61 %

Highcharts.com

Email Delivery - Medical, February 2017

Blocked (Anti-Virus): 0.08 % Blocked (Zero-Hour): 0.00 %
Blocked (Others): 0.42 %
Blocked (Spam): 0.55 %
Blocked (Invalid Recipients): 0.83 %
Blocked (Email Firewall): 2.83 %

Accepted (Delivered): 15.78 %

Blocked (Reputation): 79.51 %

Highcharts.com
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http://www.darkreading.com/attacks-breaches/stolen-health-record-databases-sell-for-$500000-in-the-deep-web/d/d-id/1328225?_mc=NL_DR_EDT_DR_daily_20170222&cid=NL_DR_EDT_DR_daily_20170222&elqTrackId=1b28324c58a642a69203438cc2b20b2c&elq=50c6ac141add
https://medium.com/@octal/cloudbleed-how-to-deal-with-it-150e907fd165
https://techcrunch.com/2017/02/23/security-researchers-announce-first-practical-sha-1-collision-attack/
https://www.us-cert.gov/security-publications/GRIZZLY-STEPPE-Russian-Malicious-Cyber-Activity
https://content.govdelivery.com/attachments/USDHSCIKR/2017/02/08/file_attachments/768214/(UFOUO)+FL+-Terrorists+Call+for+Attacks+on+Hospitals+Healthcare+Facilities+02082017.pdf
http://www.theverge.com/2017/2/28/14765042/amazon-s3-outage-causing-trouble
http://sharepoint.mc.rochester.edu/sites/HIPAA/FAQsResources/Highlights/Highlights_Feb17.pdf
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